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1. Introduction
Postally is a direct mail platform that lets you send postcards, letters, checks, and self-mailers through a REST API. Design your mail pieces with HTML templates or uploaded PDFs, manage recipient lists, and track delivery status — all programmatically.
The API is organized around REST principles. All requests and responses use JSON. All endpoints are prefixed with /v1/ for API versioning.
1.1 Base URL
Production:  https://api.postally.ca
Development: http://localhost:3000
1.2 Quick Start
1. Obtain your API key from the Postally dashboard (Settings > API Keys).
2. Use your test key (dm_test_...) for development — no real mail is sent and no charges apply.
3. Switch to your live key (dm_live_...) when ready for production.
1.3 Supported Mail Types
	Field
	Type
	Required
	Description

	postcard
	4x6, 6x9, 6x11
	—
	Single or double-sided postcards

	letter
	8.5x11 standard
	—
	Letters with optional envelopes, buckslips, return envelopes

	self_mailer
	6x18, 12x9
	—
	Tri-fold or bi-fold self-mailers (direct send or via campaigns)

	check
	8.5x11 standard
	—
	MICR-printed checks with payee, amount, memo




2. Authentication
Every API request (except public endpoints) must include an API key. Postally supports two authentication methods:
2.1 HTTP Basic Auth
Pass your API key as the username with an empty password:
curl -u "dm_live_abc123:" https://api.postally.ca/v1/users/me
2.2 Bearer Token
Alternatively, pass the key in the Authorization header:
curl -H "Authorization: Bearer dm_live_abc123" https://api.postally.ca/v1/users/me
2.3 API Key Environments
	Field
	Type
	Required
	Description

	dm_test_*
	Test
	—
	No real mail sent, no charges. Use for development and testing.

	dm_live_*
	Live
	—
	Real mail is printed and delivered. Credits are charged.


2.4 Dashboard Session Tokens
Dashboard users authenticate via POST /v1/auth/login which returns a 64-character hex session token. Pass it as a Bearer token for subsequent requests.
2.5 Permissions & PHI Access
API keys carry a permissions array (e.g., ["*"] for full access or specific permissions like ["recipients.read", "send.postcard"]). HIPAA-regulated accounts also enforce PHI access levels:
	Field
	Type
	Required
	Description

	phi_access_none
	Level 0
	—
	No access to protected health information

	phi_access_address
	Level 1
	—
	Can access recipient addresses only

	phi_access_content
	Level 2
	—
	Can access mail content containing PHI

	phi_access_full
	Level 3
	—
	Full PHI access including audit trails


2.6 Public Endpoints (No Auth Required)
The following endpoints do not require authentication:
GET  /health, /health/live
GET  /qr/:code
POST /v1/orders/quote
POST /webhooks/stripe


3. Conventions & Common Patterns
3.1 Data Formats
	Field
	Type
	Required
	Description

	IDs
	UUID
	—
	All resource identifiers are UUID v4 strings

	Timestamps
	ISO 8601
	—
	All timestamps are UTC with timezone (TIMESTAMPTZ)

	Money
	Integer cents
	—
	All monetary values in cents. Currency is CAD.

	Strings
	UTF-8
	—
	All text is UTF-8 encoded


3.2 Pagination
List endpoints support pagination via query parameters:
	Field
	Type
	Required
	Description

	limit
	integer
	No
	Results per page. Min 1, max 100, default 20.

	offset
	integer
	No
	Number of results to skip. Default 0.


Paginated responses include a pagination object:
{ "data": [...], "pagination": { "total": 150, "limit": 20, "offset": 0 } }
3.3 Rate Limiting
The API enforces a 4-tier rate limiting system per API key. The tier is determined by the endpoint:
	Tier
	Limit
	Required
	Description

	READ
	120 req / 60s
	—
	GET endpoints (list, get, balance, etc.)

	STANDARD
	60 req / 60s
	—
	Default tier for most endpoints

	WRITE
	30 req / 60s
	—
	POST create/update endpoints (recipients, templates, sends, etc.)

	EXPENSIVE
	10 req / 60s
	—
	Batch operations, campaign approvals, bulk imports


Rate limit status is returned in response headers:
	Field
	Type
	Required
	Description

	x-ratelimit-limit
	integer
	—
	Maximum requests allowed in window

	x-ratelimit-remaining
	integer
	—
	Requests remaining in current window

	retry-after
	integer
	—
	Seconds to wait before retrying (only on 429)


3.4 Idempotency
To safely retry POST requests without creating duplicates, include an Idempotency-Key header:
curl -H "Idempotency-Key: unique-request-id-123" -X POST ...
Keys are cached for 24 hours. Reusing a key with a different request body returns HTTP 422. Cached responses include the header Idempotent-Replayed: true.
3.5 Request ID
Every response includes an X-Request-Id header. You can also send your own for correlation. Useful for debugging with Postally support.
3.6 Test Mode
Use a test API key (dm_test_...) or pass test=true in the request body. In test mode: no real mail is sent, no credits are charged, mailpieces are created with is_test=true.


4. Error Handling
Errors return a JSON object with an error code, human-readable message, and optional details array:
{ "error": "validation_error", "message": "Request validation failed",
  "details": [{ "path": ["address_line1"], "message": "Required" }] }
4.1 Error Codes
	Code
	Error
	Required
	Description

	400
	validation_error
	—
	Request body or query params failed Zod validation. Check details array.

	400
	baa_required
	—
	HIPAA BAA must be signed before creating PHI recipients.

	400
	empty_group
	—
	Campaign group contains no recipients.

	401
	authentication_required
	—
	No API key provided in request.

	401
	invalid_api_key
	—
	API key not found, revoked, or expired.

	402
	insufficient_credits
	—
	Prepaid credit balance too low. Top up first.

	403
	insufficient_permissions
	—
	API key lacks the required permission scope.

	403
	insufficient_phi_access
	—
	PHI access level too low for this operation.

	403
	account_inactive
	—
	Account has been suspended or deactivated.

	404
	not_found
	—
	Resource does not exist or belongs to a different account.

	409
	cancel_window_expired
	—
	Mailpiece is past the cancellation deadline.

	409
	conflict
	—
	Duplicate resource or invalid state transition.

	422
	idempotency_mismatch
	—
	Same Idempotency-Key used with a different request body.

	429
	rate_limit_exceeded
	—
	Too many requests. Check retry-after header.

	503
	service_unavailable
	—
	An external service (S3, SES) is temporarily unavailable.




5. Recipients
Recipients represent the people or organizations receiving your mail. All personally identifiable information (PII) is encrypted at rest using AES-256-GCM.
5.1 Create Recipient
POST /v1/recipients/new
	Field
	Type
	Required
	Description

	first_name
	string
	No
	Max 255 characters

	last_name
	string
	No
	Max 255 characters

	company
	string
	No
	Max 255 characters

	address_line1
	string
	Yes
	Max 500 characters

	address_line2
	string
	No
	Max 500 characters

	city
	string
	Yes
	Max 255 characters

	state
	string
	No
	Max 100 characters (province/state code)

	postal_code
	string
	Yes
	Max 20 characters

	country
	string
	No
	2-3 character ISO code. Default: "US"

	email
	string
	No
	Valid email address, max 255 characters

	phone
	string
	No
	Max 30 characters

	data_region
	enum
	No
	us | ca | eu | uk | au | other. Default: "us"

	lawful_basis
	enum
	No
	consent | contract | legal_obligation | vital_interests | public_task | legitimate_interests. Default: "contract"

	is_phi
	boolean
	No
	Mark as HIPAA Protected Health Information. Default: false

	metadata
	object
	No
	Arbitrary key-value pairs for your use

	tags
	string[]
	No
	Array of tag strings

	retention_expires_at
	datetime
	No
	ISO 8601. Auto-delete recipient after this date.



Example Request:
curl -u "dm_test_abc123:" -X POST https://api.postally.ca/v1/recipients/new \
  -H "Content-Type: application/json" \
  -d '{"first_name":"Jane","last_name":"Smith","address_line1":"100 King St W",
       "city":"Toronto","state":"ON","postal_code":"M5X 1A9","country":"CA"}'
5.2 Get Recipient
GET /v1/recipients/get/:id
Returns the full recipient object with decrypted PII fields.
5.3 List Recipients
GET /v1/recipients/list
	Field
	Type
	Required
	Description

	limit
	integer
	No
	1-100, default 20

	offset
	integer
	No
	Default 0

	group_id
	uuid
	No
	Filter by recipient group

	suppressed
	boolean
	No
	Filter by suppression status


5.4 Update Recipient
POST /v1/recipients/update
Partial update. Include id and only the fields you want to change.
5.5 Delete Recipient
POST /v1/recipients/delete
Soft delete. Body: { "id": "uuid" }. Returns: { "id": "uuid", "deleted": true }
5.6 Suppress Recipient
POST /v1/recipients/suppress
Marks a recipient as suppressed (Do Not Contact). Suppressed recipients cannot receive mail.
Body: { "id": "uuid", "reason": "unsubscribed" }
5.7 Bulk Import
POST /v1/recipients/import
Import up to 10,000 recipients in a single request. Optionally assign all to a group.
Body: { "recipients": [{...}, ...], "group_id": "uuid" }
Response: { "created": 95, "failed": 5, "errors": [{ "index": 3, "issues": [...] }] }


6. Recipient Groups
Groups organize recipients for campaigns and bulk operations.
6.1 Create Group
POST /v1/groups/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	description
	string
	No
	Max 1000 characters

	metadata
	object
	No
	Arbitrary key-value pairs


6.2 List Groups
GET /v1/groups/list
Returns groups with recipient_count for each.
6.3 Get Group
GET /v1/groups/get/:id
6.4 Delete Group
POST /v1/groups/delete
Body: { "id": "uuid" }. Does not delete the recipients in the group.


7. Templates
Templates define the design and content of your mail pieces. Use HTML with merge variables or upload PDF files.
7.1 Create Template
POST /v1/templates/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	type
	enum
	Yes
	postcard | letter | self_mailer | check

	format
	enum
	Yes
	postcard_4x6 | postcard_6x9 | postcard_6x11 | letter_standard | self_mailer_6x18 | self_mailer_12x9 | check_standard

	content
	string
	No
	HTML content with {{variable}} merge syntax

	front_pdf_url
	url
	No
	URL to front PDF (from /v1/uploads/presign)

	back_pdf_url
	url
	No
	URL to back PDF

	variables
	string[]
	No
	List of merge variable names used in content

	metadata
	object
	No
	Arbitrary key-value pairs


7.2 Merge Variables
Use double curly braces in template content: {{first_name}}, {{company}}, {{custom_field}}. At send time, pass values via merge_data to replace variables.
7.3 List / Get / Update / Publish / Delete
GET /v1/templates/list?type=postcard
GET /v1/templates/get/:id
POST /v1/templates/update
POST /v1/templates/publish
Publish: { "id": "uuid", "published": true }
POST /v1/templates/delete


8. Envelopes
POST /v1/envelopes/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	type
	enum
	Yes
	outer | return

	size
	enum
	Yes
	number_10_standard | number_10_window | number_9_reply | 6x9_booklet | 9x12_flat

	front_pdf_url
	url
	Yes
	Front design PDF

	back_pdf_url
	url
	No
	Back design PDF

	has_window
	boolean
	No
	Default: false

	window_position
	object
	No
	{ x, y, width, height } in points

	return_address_printed
	boolean
	No
	Default: true

	postage_type
	enum
	No
	none | prepaid_first_class | business_reply. Default: none

	metadata
	object
	No
	Arbitrary key-value pairs


GET /v1/envelopes/list
GET /v1/envelopes/get/:id
POST /v1/envelopes/delete
9. Buckslips
Buckslips are small insert cards included in letter envelopes.
POST /v1/buckslips/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	size
	enum
	No
	3.5x8.5 | 4x6 | 5x7 | 3.5x6. Default: 3.5x8.5

	front_pdf_url
	url
	Yes
	Front design PDF

	back_pdf_url
	url
	No
	Back design PDF

	metadata
	object
	No
	Arbitrary key-value pairs


GET /v1/buckslips/list
GET /v1/buckslips/get/:id
POST /v1/buckslips/delete


10. Address Verification
Postally uses SmartyStreets for address validation and autocomplete. Addresses are automatically verified before mail is sent.
10.1 Validate Address
POST /v1/addresses/validate
	Field
	Type
	Required
	Description

	address_line1
	string
	Yes
	Max 500 characters

	address_line2
	string
	No
	Max 500 characters

	city
	string
	Yes
	Max 255 characters

	state
	string
	No
	Max 100 characters

	postal_code
	string
	Yes
	Max 20 characters

	country
	string
	No
	2-3 char ISO code. Default: "US"


Returns: { "valid": true, "address": { normalized fields }, "zip_code": "...", "latitude": ..., "longitude": ... }
10.2 Autocomplete
GET /v1/addresses/autocomplete?q=100+King&country=CA
Query parameter q must be at least 3 characters. Returns an array of address suggestions.
10.3 Verify Stored Recipient
POST /v1/addresses/verify-recipient
Body: { "recipient_id": "uuid" }. Verifies and updates the stored address for the recipient.


11. Sending Mail
The send endpoints create individual mail pieces. Each piece goes through address verification, cost calculation, PDF rendering, and enters the production queue.
11.1 Send Postcard
POST /v1/postcards/create
	Field
	Type
	Required
	Description

	size
	enum
	No
	postcard_4x6 | postcard_6x9 | postcard_6x11. Default: postcard_4x6

	template_id
	uuid
	No
	Reference to a saved template

	recipient_id
	uuid
	No
	Reference to a saved recipient (use this OR inline recipient)

	recipient
	object
	No
	Inline recipient: { address_line1, city, postal_code, ... }

	merge_data
	object
	No
	Key-value pairs for template {{variables}}

	mail_class
	enum
	No
	first_class | standard. Default: first_class

	qr_code_enabled
	boolean
	No
	Generate trackable QR code. Default: false

	qr_target_url
	url
	No
	QR code destination URL. Required if qr_code_enabled.

	billing_group
	string
	No
	Cost grouping label, max 255 chars

	tags
	string[]
	No
	Array of tag strings

	test
	boolean
	No
	Test mode. Default: false

	metadata
	object
	No
	Arbitrary key-value pairs



Example Request:
curl -u "dm_live_abc123:" -X POST https://api.postally.ca/v1/postcards/create \
  -H "Content-Type: application/json" \
  -H "Idempotency-Key: order-12345-postcard" \
  -d '{"size":"postcard_4x6","template_id":"tpl-uuid","recipient_id":"rcp-uuid",
       "merge_data":{"first_name":"Jane"},"mail_class":"first_class"}'

Response (201):
{ "id": "mpc-uuid", "type": "postcard", "format": "postcard_4x6",
  "status": "created", "is_test": false, "mail_class": "first_class",
  "cost": { "base": 65, "postage": 35, "envelope": 0,
           "return_envelope": 0, "buckslip": 0, "total": 100 },
  "cancel_by": "2026-03-16T12:05:00Z", "created_at": "2026-03-16T12:00:00Z" }
Note: Cancellation window is 5 minutes by default (configurable per account).
11.2 Send Letter
POST /v1/letters/create
Includes all postcard fields plus:
	Field
	Type
	Required
	Description

	mail_class
	enum
	No
	first_class | standard | certified | registered. Default: first_class

	duplex
	boolean
	No
	Double-sided printing. Default: false

	page_count
	integer
	No
	1-20 pages. Default: 1

	envelope_id
	uuid
	No
	Custom outer envelope

	return_envelope_id
	uuid
	No
	Return envelope to include

	buckslip_id
	uuid
	No
	Buckslip insert to include


11.3 Send Check
POST /v1/checks/create
	Field
	Type
	Required
	Description

	payee_name
	string
	Yes
	1-255 characters. Name printed on check.

	amount
	number
	Yes
	Positive number in dollars (not cents).

	currency
	string
	No
	3-char ISO code. Default: "CAD"

	memo
	string
	No
	Max 255 characters

	bank_account_ref
	string
	No
	Your bank account reference, max 255

	check_number
	string
	No
	Max 20 characters

	envelope_id
	uuid
	No
	Custom envelope for the check

	recipient_id
	uuid
	No
	Saved recipient (or use inline recipient)

	recipient
	object
	No
	Inline recipient object


Response includes a check object: { id, payee_name, amount, currency, memo, check_number }
11.4 Send Self-Mailer
POST /v1/self-mailers/create
Send a self-mailer directly (without a campaign). Accepts the same common fields as postcards plus:
	Field
	Type
	Required
	Description

	format
	enum
	Yes
	self_mailer_6x18 (tri-fold) | self_mailer_12x9 (bi-fold)

	template_id
	uuid
	Yes
	Reference to a published self-mailer template

	duplex
	boolean
	No
	Double-sided printing. Default: false


11.5 Batch Send
Send up to 500 postcards or letters in a single request:
POST /v1/postcards/batch
POST /v1/letters/batch
Body: { "pieces": [{...}, ...] }. Each element in the pieces array uses the same schema as the corresponding single-send endpoint. Returns an array of created mailpiece objects.
11.6 Cost Breakdown
Every send response includes a cost object with per-component pricing in cents (CAD):
	Field
	Type
	Required
	Description

	base
	integer
	—
	Base printing cost

	postage
	integer
	—
	Mailing/postage cost

	envelope
	integer
	—
	Custom envelope surcharge (0 if standard)

	return_envelope
	integer
	—
	Return envelope cost

	buckslip
	integer
	—
	Buckslip insert cost

	total
	integer
	—
	Sum of all components




12. Mailpieces
12.1 Get Mailpiece
GET /v1/mailpieces/get/:id
Returns the full mailpiece with cost breakdown, tracking info, QR scan count, and check details (if applicable).
12.2 List Mailpieces
GET /v1/mailpieces/list
	Field
	Type
	Required
	Description

	limit
	integer
	No
	1-100, default 20

	offset
	integer
	No
	Default 0

	status
	string
	No
	Filter by status

	type
	string
	No
	Filter by type (postcard, letter, check, self_mailer)

	campaign_id
	uuid
	No
	Filter by campaign

	billing_group
	string
	No
	Filter by billing group


12.3 Cancel Mailpiece
POST /v1/mailpieces/cancel
Body: { "id": "uuid" }. Must be within the cancellation window (5 minutes by default, configurable per account). Returns 409 cancel_window_expired if the deadline has passed.
12.4 Status Lifecycle
Mailpieces progress through the following statuses:
created -> queued -> processing -> printing -> dispatched -> in_transit -> in_local_area -> delivered
A mailpiece can also transition to returned (undeliverable) or failed (production error) from various stages. Cancellation is only possible from created or queued status within the cancel window.


13. QR Code Tracking
Enable QR codes on any mail piece to track recipient engagement. Each scan is logged with timestamp, IP address, and geolocation.
13.1 Enable QR Codes
Set qr_code_enabled: true and qr_target_url on any send request. The QR code is automatically rendered on the mail piece.
13.2 Scan Redirect
GET /qr/:code
Public endpoint (no auth). When a recipient scans the QR code, they are redirected (302) to the target URL. The scan is logged automatically.
13.3 Scan Analytics
GET /v1/analytics/qr/:mailpiece_id
Returns total scan count and individual scan records with scanned_at, ip_address, geo_country, and geo_city.


14. Campaigns
Campaigns enable batch sending to an entire recipient group. Create a campaign, review the estimated cost, then approve to trigger async mailpiece creation.
14.1 Create Campaign
POST /v1/campaigns/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	type
	enum
	Yes
	postcard | letter | self_mailer | check

	format
	enum
	Yes
	Mailpiece format (e.g., postcard_4x6, letter_standard)

	template_id
	uuid
	Yes
	Template to use for all pieces

	group_id
	uuid
	Yes
	Recipient group to send to

	mail_class
	enum
	No
	Default: first_class

	envelope_id
	uuid
	No
	Custom envelope (letters only)

	return_envelope_id
	uuid
	No
	Return envelope (letters only)

	buckslip_id
	uuid
	No
	Buckslip insert (letters only)

	qr_code_enabled
	boolean
	No
	Default: false

	duplex
	boolean
	No
	Default: false

	billing_method
	enum
	No
	prepaid_credits | pay_per_job. Default: prepaid_credits

	metadata
	object
	No
	Arbitrary key-value pairs


Response includes piece_count and estimated_cost_cents based on the group size.
14.2 Approve Campaign
POST /v1/campaigns/approve
Body: { "id": "uuid" }. Runs compliance checks (template exists, group has recipients, HIPAA BAA if needed). On success, triggers asynchronous batch mailpiece creation. The API returns immediately.
14.3 Campaign Lifecycle
draft -> approved -> processing -> completed | failed
14.4 List / Get
GET /v1/campaigns/list
GET /v1/campaigns/get/:id


15. Billing: Prepaid Credits
API users typically use prepaid credits. Buy credit bundles upfront, and costs are automatically deducted when you send mail.
15.1 Check Balance
GET /v1/account/balance
Returns: { "balance_cents": 50000, "balance_display": "$500.00", "currency": "CAD" }
15.2 Top Up Credits
POST /v1/account/topup
Body: { "amount_cents": 10000 }. Minimum $20 (2000 cents), maximum $5,000 (500000 cents). Creates a Stripe Checkout session and returns a checkout_url.

Volume Bonuses:
	Amount
	Bonus
	Required
	Description

	$20 - $199
	0%
	—
	No bonus

	$200 - $499
	3%
	—
	$200 purchase = $206 in credits

	$500 - $999
	5%
	—
	$500 purchase = $525 in credits

	$1,000 - $1,999
	10%
	—
	$1,000 purchase = $1,100 in credits

	$2,000 - $4,999
	15%
	—
	$2,000 purchase = $2,300 in credits

	$5,000+
	20%
	—
	$5,000 purchase = $6,000 in credits


15.3 Credit History
GET /v1/account/credits/history
Returns a paginated list of credit ledger entries with type (credit/debit), source, description, and running balance.


16. Billing: Pay-Per-Job Orders
For one-off jobs, Postally supports pay-per-job billing via Stripe Checkout. No prepaid credits needed.
16.1 Get Price Quote
POST /v1/orders/quote
Public endpoint (no authentication required). Returns pricing comparison between pay-per-job and prepaid credits.
	Field
	Type
	Required
	Description

	mailpiece_format
	enum
	Yes
	e.g., postcard_4x6, letter_standard, check_standard

	mail_class
	enum
	No
	Default: first_class

	piece_count
	integer
	Yes
	1 to 100,000

	custom_envelope
	boolean
	No
	Default: false

	return_envelope
	boolean
	No
	Default: false

	buckslip
	boolean
	No
	Default: false

	qr_code
	boolean
	No
	Default: false

	duplex
	boolean
	No
	Default: false

	tax_rate_percent
	number
	No
	0-30. Default: 0


16.2 Create Order
POST /v1/orders/create
Creates a draft order with reserved pricing (valid for 24 hours). Returns full pricing breakdown and line items.
16.3 Checkout
POST /v1/orders/checkout
Body: { "order_id": "uuid" }. Returns a Stripe Checkout URL. The customer completes payment on Stripe, and the webhook automatically marks the order as paid and begins production.

Response:
{ "order_id": "uuid", "checkout_url": "https://checkout.stripe.com/pay/...",
  "total_cents": 15000, "total_display": "$150.00", "expires_in_seconds": 3600 }
16.4 Order Lifecycle
draft -> awaiting_payment -> paid -> processing -> completed
Orders can also reach refunded (charge reversed), expired (quote timed out), or cancelled (user cancelled before payment).
16.5 List / Get / Cancel
GET /v1/orders/list
GET /v1/orders/get/:id
POST /v1/orders/cancel
Only draft or awaiting_payment orders can be cancelled.


17. Outbound Webhooks
Receive real-time notifications when events occur. Postally sends HMAC-signed HTTP POST requests to your URL.
17.1 Create Webhook
POST /v1/webhooks/create
Body: { "url": "https://yourapp.com/webhook", "events": ["mailpiece.delivered", "mailpiece.failed"] }
Response includes a secret field (shown only once). Store it securely for signature verification.
17.2 Event Types
	Event
	Category
	Required
	Description

	mailpiece.created
	Mailpiece
	—
	New mailpiece created

	mailpiece.processing
	Mailpiece
	—
	Entered production queue

	mailpiece.printing
	Mailpiece
	—
	Being printed

	mailpiece.dispatched
	Mailpiece
	—
	Handed to carrier

	mailpiece.in_transit
	Mailpiece
	—
	In carrier network

	mailpiece.in_local_area
	Mailpiece
	—
	At local delivery facility

	mailpiece.delivered
	Mailpiece
	—
	Successfully delivered

	mailpiece.returned
	Mailpiece
	—
	Returned to sender

	mailpiece.failed
	Mailpiece
	—
	Production or delivery failure

	mailpiece.cancelled
	Mailpiece
	—
	Cancelled within window

	mailpiece.qr_scanned
	Mailpiece
	—
	QR code scanned by recipient

	campaign.approved
	Campaign
	—
	Campaign approved, processing started

	campaign.completed
	Campaign
	—
	All pieces sent

	campaign.failed
	Campaign
	—
	Campaign processing failed

	check.created
	Check
	—
	Check mailpiece created

	check.dispatched
	Check
	—
	Check mailed

	check.delivered
	Check
	—
	Check delivered

	check.failed
	Check
	—
	Check production/delivery failure

	recipient.suppressed
	Recipient
	—
	Recipient marked as suppressed


17.3 Signature Verification
Every webhook request includes an X-Webhook-Signature header containing HMAC-SHA256(request_body, secret). Verify it to ensure the request is from Postally.

Node.js Example:
const crypto = require('crypto');
const expected = crypto.createHmac('sha256', webhookSecret)
  .update(rawBody).digest('hex');
const valid = crypto.timingSafeEqual(
  Buffer.from(signature), Buffer.from(expected));
17.4 Retry Behavior
Failed deliveries (non-2xx response) are retried with exponential backoff and jitter, up to 3 retries over 24 hours.
17.5 List / Delete
GET /v1/webhooks/list
POST /v1/webhooks/delete


18. Inbound Triggers
Triggers let external services automatically send mail by posting data to a unique URL. Configure field mapping to extract recipient information from any JSON payload.
18.1 Create Trigger
POST /v1/triggers/create
	Field
	Type
	Required
	Description

	name
	string
	Yes
	1-255 characters

	template_id
	uuid
	Yes
	Template to use

	mailpiece_type
	enum
	No
	postcard | letter | self_mailer. Default: postcard

	format
	enum
	No
	Mailpiece format

	envelope_id
	uuid
	No
	Envelope (letters only)

	return_envelope_id
	uuid
	No
	Return envelope

	buckslip_id
	uuid
	No
	Buckslip insert

	field_mapping
	object
	Yes
	Maps recipient fields to JSON paths (dot notation)



Example: Shopify Order Trigger
{ "name": "Shopify Thank You Card",
  "template_id": "tpl-uuid",
  "mailpiece_type": "postcard",
  "field_mapping": {
    "first_name": "customer.first_name",
    "address_line1": "shipping_address.address1",
    "city": "shipping_address.city",
    "postal_code": "shipping_address.zip",
    "country": "shipping_address.country_code"
  }
}
Response includes inbound_url and secret (shown only once). Configure Shopify to POST to the inbound URL with the secret as a header or query param.
18.2 Fire Trigger
POST /v1/triggers/inbound/:id
Authenticate via X-Trigger-Secret header or ?secret= query parameter. Send any JSON body — the field_mapping extracts recipient data automatically.
18.3 List / Delete
GET /v1/triggers/list
POST /v1/triggers/delete


19. File Uploads
Upload PDF and image files for templates, envelopes, and buckslips using S3 presigned URLs.
19.1 Get Presigned URL
POST /v1/uploads/presign
	Field
	Type
	Required
	Description

	filename
	string
	Yes
	1-255 characters

	content_type
	enum
	Yes
	application/pdf | image/png | image/jpeg

	purpose
	enum
	Yes
	template | envelope | buckslip

	file_size
	integer
	No
	Max 20 MB (20,971,520 bytes)


19.2 Upload Flow
1. Call POST /v1/uploads/presign to get upload_url and file_url.
2. PUT your file directly to upload_url with the correct Content-Type header.
3. Use file_url as front_pdf_url or back_pdf_url when creating templates, envelopes, or buckslips.


20. Zapier & Make.com Integration
Connect Postally to 5,000+ apps through Zapier or Make.com (formerly Integromat).
20.1 Authentication Test
GET /v1/integrations/auth/test
Validates your API key and returns account details.
20.2 Triggers (Polling)
Zapier polls these endpoints for new data:
	Endpoint
	Method
	Required
	Description

	/triggers/new-mailpiece
	GET
	—
	New mailpieces created

	/triggers/status-change
	GET
	—
	Mailpiece status updates

	/triggers/new-recipient
	GET
	—
	New recipients added

	/triggers/qr-scan
	GET
	—
	QR code scans

	/triggers/new-order
	GET
	—
	New orders created


All triggers support ?since=ISO_DATE&limit=N query parameters.
20.3 Webhook Subscriptions (Make.com)
POST /v1/integrations/hooks/subscribe
POST /v1/integrations/hooks/unsubscribe
20.4 Actions
	Endpoint
	Method
	Required
	Description

	/actions/send-postcard
	POST
	—
	Send a postcard

	/actions/send-letter
	POST
	—
	Send a letter

	/actions/create-recipient
	POST
	—
	Create a recipient

	/actions/price-quote
	POST
	—
	Get a price quote

	/actions/balance
	GET
	—
	Check credit balance




21. Compliance Endpoints
21.1 GDPR: Right to Erasure
POST /v1/gdpr/erasure
Body: { "recipient_id": "uuid" }. Permanently destroys all personal data. Cascades to mailpiece snapshots, S3 PDFs, and QR analytics. Returns the count of S3 objects deleted.
Note: Recipients with active HIPAA retention periods cannot be erased (returns 409 retention_conflict).
21.2 GDPR: Right to Access
GET /v1/gdpr/access?recipient_id=uuid
Returns all stored data including mail history, group memberships, sub-processors, and processing purposes.
21.3 GDPR: Data Export
GET /v1/gdpr/export?recipient_id=uuid
Returns a machine-readable JSON file (Content-Disposition: attachment) per GDPR Article 20.
21.4 HIPAA: Disclosure Accounting
GET /v1/hipaa/disclosure-accounting?recipient_id=uuid
Returns all PHI disclosures (to print house, Stripe, address verification). Only available for HIPAA-regulated accounts.


22. Account & Specs Endpoints
22.1 Audit Log
GET /v1/account/audit-log
Returns a customer-facing audit trail of account activity. Supports pagination via limit and offset query parameters.
22.2 Platform Specs
Read-only endpoints returning platform configuration and capabilities:
GET /v1/specs
Returns the full platform specification (supported formats, sizes, pricing tiers, etc.).
GET /v1/specs/templates
Returns supported template types, formats, and merge variable syntax.
GET /v1/specs/test-mode
Returns test mode behavior and limitations.
GET /v1/specs/versioning
Returns API versioning policy and changelog.
GET /v1/specs/address-verification
Returns supported address verification countries and provider details.


23. API Key Management
Manage your API keys programmatically — list existing keys, generate new ones, revoke compromised keys, and update key properties.
23.1 List API Keys
GET /v1/api-keys/list
Returns all API keys for your account, including revoked keys.
Response fields per key:
	Field
	Type
	Required
	Description

	id
	UUID
	—
	Unique key identifier

	key_prefix
	string
	—
	First 12 characters of the key (e.g., dm_live_abc1)

	name
	string
	—
	Human-readable key name

	environment
	string
	—
	"test" or "live"

	permissions
	array
	—
	Permission scopes (e.g., ["*"] for full access)

	phi_access_level
	string
	—
	PHI access tier: phi_access_none, phi_access_address, phi_access_content, phi_access_full

	last_used_at
	timestamp
	—
	When the key was last used to authenticate

	expires_at
	timestamp
	—
	Optional expiry date (null = never expires)

	is_revoked
	boolean
	—
	Whether the key has been revoked



23.2 Create API Key
POST /v1/api-keys/create
Generate a new API key. The full key string is returned only once — store it securely.
	Field
	Type
	Required
	Description

	name
	string
	Yes
	Human-readable name (1-255 characters)

	environment
	string
	No
	"test" or "live" (default: "test")

	permissions
	array
	No
	Permission scopes (default: ["*"])

	phi_access_level
	string
	No
	PHI access tier (default: "phi_access_none")

	expires_at
	timestamp
	No
	Optional expiry date


Example:
curl -u dm_live_abc123: -X POST https://api.postally.ca/v1/api-keys/create \
  -H "Content-Type: application/json" \
  -d '{"name": "Production Key", "environment": "live", "permissions": ["*"]}'
Important: The full API key is returned only at creation time. Store it immediately — it cannot be retrieved later.

23.3 Revoke API Key
POST /v1/api-keys/revoke
Permanently revoke an API key. Revoked keys cannot be used to authenticate and cannot be un-revoked.
	Field
	Type
	Required
	Description

	id
	UUID
	Yes
	ID of the API key to revoke



23.4 Update API Key
POST /v1/api-keys/update
Update a key's name, permissions, PHI access level, or expiry date. Cannot update revoked keys.
	Field
	Type
	Required
	Description

	id
	UUID
	Yes
	ID of the API key to update

	name
	string
	No
	New name (1-255 characters)

	permissions
	array
	No
	New permission scopes

	phi_access_level
	string
	No
	New PHI access tier

	expires_at
	timestamp
	No
	New expiry date (null to remove expiry)




24. Test Mode
Use test mode during development to validate your integration without sending real mail or incurring charges.
	Feature
	Details

	Activation
	Use a test API key (dm_test_...) or pass test=true in request body

	Mail delivery
	No real mail is printed or delivered

	Billing
	No credits charged, no Stripe charges

	Data
	Test mailpieces created with is_test=true

	Recipients
	Shared between test and live modes

	Endpoints
	All endpoints behave identically except billing and production


25. Recommended Retry Strategy
For robust integrations, implement retry logic for transient failures:
	Code
	Type
	Required
	Description

	429
	Rate Limited
	—
	Wait for the retry-after header value, then retry

	5xx
	Server Error
	—
	Exponential backoff: 1s, 2s, 4s. Max 3 retries.

	Network error
	Connection failed
	—
	Retry with backoff. Always use Idempotency-Key.


Always include an Idempotency-Key header on POST requests so retries are safe and won't create duplicates.
